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Sardsiisteemid ja usaldusvdarsus

Noudmised usaldusvaarsusele

Veakindlus

v Sardsiisteemid peavad olema usaldusvaarsed
(dependable)

v On slsteeme, kus lubatakse vaid 1 rike 10° to6tunni
kohta, see tdhendab 1 rike 114 000 aasta kohta
e ~ 1000 korda vaiksem ttpilisest kiipide rikete arvust.
= Ohutuskriitilistes stisteemides peavad siisteemid olema
tookindlamad, kui selle komponendid individuaalselt.
= Tuleb kasutada veakindlust suurendavaid mehhanisme.

v Madal lubatud rikete arv > slisteemid ei saa olla
100% testitavad.
= Ohutus on kombinatsioon testimisest ja anallUsist. Lisaks

peab arvestama nii disaini kadigus tehtud vigadega kui ka
inimeste poolt pohjustatud riketega.
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v Veakindlaks nimetatakse slisteeme, mis jatkavad
oma ettenahtud llesannete taitmist isegi siis, kui
esinevd rikked:
= riistvaras
= tarkvaras
= kasutaja eksimused
= keskkond, sisendandmed, ...

v Veakindlus on eeldus, mis voimaldab stisteemil
saavutada veakindla opereerimise
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Pohikontseptsioon

PShiterminoloogia

= Veakindlus (fault tolerance) on vaga tihedalt seotud
usaldusvaarsusega (dependable),
» Tookindlus (Reliability) R(t) = tdendosus, et siisteem té6tab
korralikult kui ta to6tas ajahetkel =0
* Remonditavus (Maintainability) M(d) = tdendosus, et siisteem
to6tab taas korralikult d ajaiihikut peale vea esinemist.
» Toovalmidus (Availability A(t)): Téendosus, et slisteem t66tab
ajahetkel t
» Ohutus (Safety): Siisteem ei pohjusta kahju. A ‘
« Turvalisus (Security): Konfidentsiaalne ja usaldatav
kommunikatsioon
Isegi ideaalselt loodud siisteemid vdivad labi kukkuda, kui eeldused
slisteemi tdokoormuse vdimalike vigade kohta on valed.
Susteeme ei saa teha usaldusvaarseks tagantjargi, vaid sellega tuleb
arvestada siisteemi loomise algusest alates.
AT
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v Viga (fault): slisteemis esinev defekt voi situatsioon,
mis vOib viia siisteemi t66 tdrkeni

v Rike (error): vea avaldumine - vale kaitumine

v Torge (failure): slisteem ei taida oma ettenahtud
funktsiooni

Viga > Rike - Torge
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Vigade naited

Vigade klassifikatsioon

v Bit-flipid seoses kosmilise kiirgusega:

= A person on an airplane over the Atlantic at 35,000 ft
working on a laptop with 256 Mbytes (2 Gbits) of memory.
At this altitude, the soft error rate (SER) of 600 FITs per
megabit becomes 100,000 FITs per megabit, resulting in a
potential error every five hours.

1 FIT (failures in time), is the number of failures in 1 billion
device-operation hours. A measurement of 1000 FITs
corresponds to a MTTF (mean time to failure) of
approximately 114 years.

LTI
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v Plsivad: viga on stabiilne ja alaline
= Vigane komponent tuleb asendada
= Klassikaline naide: stuck-at vead

v Perioodilised rikked (intermittent)

= Esinevad ajutiselt, seoses siisteemi vdi selle komponentide
ebastabiilsusega (naiteks ebakindel Ghendus)

v Ajutised rikked (transient)
= Viga, mis lahtub ajutistest keskkonnamd&judest
= Naiteks pingelang vdi EMI

o

Aikesetormid

ITILE
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Torgete klassifikatsioon

Torked (Failures)

v Domain/Nature v Effect

= Value failure = Benign failure

= Timing failure = Malign/catastrophic failure
v Perception v Frequency

s Consistent failure = Single failure

= Inconsistent failure = Repeated failure

T .
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v Crash Failure: After an error has been detected, the
component stops silently.

v Omission Failure: Sometimes a result is missing;
when result is available, it is correct.

v Consistent Failure: If there are multiple receivers,
all see the same erroneous result.

v Byzantine (Malicious, Asymmetric) Failure: Different
receivers see differing results.

i )
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Torked (2)

Vigadega toime tulemine

v Timing Failure: A server's response lies outside the
specified time interval.

v Response Failure: The server's response is incorrect
(value of the response is wrong, server deviates
from the correct flow of control).

v Arbitrary Failure: A server may produce arbitrary
responses at arbitrary times.

T .
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v Vigade ellimineerimine: eemalda probleemide
algusallikad
= Korvalda defektid: test & debug
= Robustne disain: vahendab defektide tdendosust
= Vahenda keskkonnamdjusid: kaitsmed

Voimatu on valtida koiki vigu

v Veakindlus: lilasuse lisamine, et vigu maskeerida
= Vaja on taiendavaid ressursse
= Naited:

e Error correcting codes (Hamming, Red Solomon), haaletamine,
maskeerimine, kontrollsummad...
e Backup, replication, ...
1]
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Veakindluse saavutamine

Veakindluse s

aavutamine

taastamisprotseduuriga

gL
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v Vigade avastamine on protsess, et tuvastada
vigade esinemist. Veakindluse saavutamise esmaseid
tegevusi. Naiteks error detection codes,
isekontrollivad loogikaskeemid, timerid, jne...

v Vigade lokaliseerimine on protsess, et tuvastada,
kus viga on toimunud, et alustada vastava

slisteem pudab j

stisteemis alles).

ITILE
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v Vigade piiritlemine on protsess, et viga isoleerida
ja valtida selle mdju slisteemi Ulejaanud osadele
(valtida levimist)

v Veast taastumine on protsess, mille kaigus

aada toole voi taastada oma

toovoime labi rekonfiguratsiooni (isegi, kui rike on

Naited: vigade maskeerimine,

kordamine, tagasipéérdumine jne...

© Gert Jervan 14

Definitsioonid

Usaldusvaarsus

v Torgete sagedus (A):

= Keskmine sagedus, millega tdrked tekivad.

6 failures
7502 hrs

v Mean time to failure (MTTF):
= Average time between failures

MTTle
A

[T .
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=0.0007998 failures/hr =799.8x10™° failures/hr

SILLE FAULT Latency
ERROR Latency
MTBF
MTTR REPAIR TIME

| Repair memory

—— Next fault occurs

Reliability (Tookindlus):

a measure of the continuous delivery of service;
R(t) is the probability that the system survives
(does not fail) throughout [0, t];

expected value: MTTF(Mean Time To Failure)

— Previous repair

_|__ Faultoccurs
Maintainability (R itavus):
a measure of the service interruption
M(t) is the probability that the system will be
repaired within a time less than t;
e expected value: MTTR (Mean Time To Repair)
fault becomes active
(e.g. memory

Availability (To6valmidus):

a measure of the service delivery with respect to
the alternation of the delivery and interruptions
A(t) is the probability that the system delivers

a proper (conforming to specification)service at
a given time t.

expected value: EA = MTTF / (MTTF + MTTR)

has write 0)

Error detection
(read memory,
parity error)

Safety (Ohutus):

a measure of the time to catastrophic failure

S(t) is the probability that no catastrophic failures
occur during [0, t];

expected value:

© EIRLERED MTTCF(Mean Time To Catastrophic Flll'llll‘(i)s
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Tehnilised trendid

Kiipide todkindluse hindamine

1999 2000 2019
Operating temperature, "¢ -55tp 126 40 to =86 1o 70
Bupply voltage Sy 1.5¢ 0.8v
Wax. power (high perf.) 13 100 179
o, of paekage types <10 <80 i
Design support life >0 yrs. 1-5 yrs. =<1yr.
Production life >10 yrs. 3-6 ¥rs. <3¥r6.
Service fife =20 yFs. 5-10 yrs. s8yrs.
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*MRQW-2002, Bernstein

1000 -'“"'m.. Process varlabliity confldence
+~ bounds
100 -

BMaan o Airplanes
Service 10 Computers
life, yrs. laptopipalm

1.0} 2 5
rachnctagy velf phones
0.1 OFfpm 026 pm  I30nm 65w Fnem
1095 2005 2015
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*Extrapolated from ITRS roadmap, MRQW-2002, Bernstein
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Toovalmidus

Remonditavus

up down up down up
| \ | |
7 - | Time
time-to-failure time-to-repair
Availabili ty = _ MITE
MTTF + MTTR

v Toéovalmidus:

= Probability that system is operational at time t
v Korge téovalmidus:

= MTTF - infinity (high reliability)

= MTTR > zero (fast recovery)

gL
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v M(t) on tdendosus, et vigane slisteem on véimalik
uuesti todkorda viia ajaperioodi t jooksul.

v Taastamise protsess:
= Vea lokaliseerimine, nditeks labi diagnostika
= Slisteemi parandamine
= Siusteemi tédvalmidusse toomine

ITILE
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Graceful Degradation

Toovalmiduse Gheksate mudt

v The ability of system to automatically decrease its
level of performance to compensate for hardware
failure and software errors.

[T .
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Uheksaid | Todvalmidus | RIKkeaeg | Rikkeaeg Naide
aastas nadalas
et 99% | 3.65 paeva 1.7 tundi | Tavaline veebikilg
. & 99.9% | 8.75 tundi 10.1 min | E-kaubandus
theksat
" 4 99.99% 52.5 min 1.0 min | Suur mailiserver
Uheksat
5 o . -
heksat 99.999% 5.25 min 6.0 s | Telefonislisteem
6 0 Carrier-grade
iheksat 99.9999% 31.5s 0.6s o ol
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Ajalooline areng

Ultra-tookindlad siisteemid

v Mean Time Between Failures:

MTBF = MTTR + MTTF

= ENIAC. MTBF: 7 minutit (18000 elektronlampi)
= F-8 Crusader - esimene fly-by-wire

* MD-11

e A320 family
= Patriot raketikaitse stisteem

* Vajas rebooti iga 8 tunni jarel. Sellest saadi teada vaga valusal
moel esimese lahesdja ajal...

[T .
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v Airbus A320 perekonna fly-by-wire slisteem:
= KGik taiturid on arvutite poolt kontrollitavad
Ei mingeid juhttrosse ega kaableid
5 keskset lennuarvutit
Kasutatakse erinevaid riistvaralisi lahendusi
e Thomson CSF => 68010
e SFENA => 80186

Tarkvara mdlemale platvormile on kirjutatud erinevate
tarkvaraloojate poolt (sdltumatult)

Kogu rikete avastamine & debug teostati eraldi

Arvuti lubab piloodil lennata mingite ettenahtud parameetrite
piires (flight envelope)
» véljaspool seda vG6tab arvuti juhtimise tle

i )
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Riistvara ja keskkonna torked

Vanni kover

AN

Liikuvad osad, suur kiirus, madal tolerants, suur
keerukus: kettad, tape drives/libraries

<

Madalaim MTBF on ventilaatoritel ja toiteallikatel

AN

Tihti ventilaatorid “vasivad” - vaikesed juhuslikud
rikked CPUs, malus, backplane’is

AN

Keskkond: Vool, jahutus, niiskus, kaablid, tuli, kokku
kukkuvad rackid, ventilatsioon, tormid, ...

gL
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Decreasing Constant Increasing
Failure Failure Failure
Rate Rate

. Early

«, “Infant

* Mortality”
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Observed Failure
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Kopetz'i 12 disainipdhimotet (4-6)

Kopetz'i 12 disainipdhimotet (1-3)
. )

1. Safety considerations may have to

be used as the important part of the

specification, driving the entire

design process.
2. Precise specifications of design

hypotheses must be made right at

the beginning. These include

expected failures and their

probability. (@) (@)
3. Fault containment regions (FCRs)

must be considered. Faults in one

Passenger
FCR should not affect other FCRs.

compart-

4. A consistent notion of time
and state must be source
established. Otherwise, it will \
be impossible to differentiate Follow-up

between original and follow-
up errors.

5. Well-defined interfaces have
to hide the internals of
components.

6. It must be ensured that
components fail

2 independent

ment stable independently. H brake hose
Safety-critical & non-safety SRS
. ) critical electronics — )
ﬂm\ TALLINNA TfHPfllfAULIKv(}OH © Gert Jervan 27 ﬂ“l‘ TAlLI!QNR Tgfm)u?\uuxm)} © Gert Jervan 28
Kopetz'i 12 disainipdhimotet (7-9) Kopetz'i 12 disainipdhimotet (10)

7. Components should consider themselves to .

be correct unless two or more other 10. The man-machine interface must be

components pretend the contrary to be true e oimie heang intuitive and forgiving. Safety

(principle of self-confidence). should be maintained despite = airbag

8. Fault tolerance mechanisms must be
designed such that they do not create any
additional difficulty in explaining the
behavior of the system. Fault tolerance
mechanisms should be decoupled from the

regular function.

The system must be designed for diagnosis.
For example, it has to be possible to
identifying existing (but masked) errors.

©
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mistakes made by humans
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Kopetz'i 12 disainipohimotet (11-12)

These anomalies may be unobservable
at the regular interface level.
Recording to involve internal effects, Ll
otherwise they may be masked by

fault-tolerance mechanisms.

12. Provide a never-give up strategy.

ES may have to provide uninterrupted e
service. Going offline is unacceptable.

11. Every anomaly should be recorded. @
|
L

LTI
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Valideerimine

Valideerimine

Kiipsiisteemide funktsionaalne valideerimine

v Valideerimine on kontroll, et loodud slisteem vastab
talle pandud piirangutele, té6tab nagu eeldatud -
kas me I6ime dige asja.

v Kasutatakse palju simuleerimist, emuleerimist, ...

] .
Ne TALLIGNA TEHNTEATLIROON

© Gert Jervan 33

2000 [
@ 1]
B 3]
Q
> 200 >
o c
3 5
£ £
g‘ 20 S
I} £
(7]

1M 10M 100M
LOgiC Gates Source: Synopsys

71% of SOC re-spins are due to logic bugs
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Mikroprotsessorte funktsionaalne
valideerimine

Naide termosimuleerimisest

v Functional validation is a major bottleneck
= Deeply pipelined complex microarchitectures

Pre-silicon logic bugs per generation 25000
(Source: Tom Schubert, Intel, DAC 2003 )

7855
800 2240
I
Pentium Pentium Pro Pentium 4 Next ?

v Logic bugs increase at 3-4 times/generation

= Bugs increase (exponential) is linear with design complexity
growth.
[Tl
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v Encapsulated cryptographic coprocessor:

Source: http: i
NL_JUN_2001/Campi/Jun_Campi_2001.htm| et
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Nadide termosimuleerimisest (2)

EMC simuleerimine

Mikroprotsessor

[

m"

L gl Tk e
= = | T ==
A Flomerics image showing the thermal solution A Flomericsimage showing the thermal solution
with a metal lid. withouta metal lid.

Source: http://wwwflotherm.com/
applications/app141/hot_chip.pdf
[

s
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Naide: auto mootorikontroller (ECU)

© Siemens Automctive Toulouse
Red: high emission

Validation of EMC properties often Source: http://intrage.insa-tise.fr/
done at the end of the deS|gn phase. ~etiennefemccourse/what_for.html

T TTEES
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Simuleerimise piirangud

Emuleerimine

v Talpiliselt aeglasem kui valmis disain. /
< Ajaliste piirangute mittetditmine on @(
seetOttu reaalses keskkonnas vaga
tdendoline JaYay

v Simuleerimine reaalses keskkonnas v&ib olla o~
ohtlik

v Simuleeritavate andmete hulk voib olla
tohutu

v Enamus reaalseid slisteeme on liiga 2 5
keerukad, et simuleerida kdike (sisendeid) ﬁ%}}

Simulatsioonid aitavad vigu leida, kuid need
ei garanteeri vigade mitteesinemist

g -
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Verifitseerimine
I rors . Arvutitehnika instituut
HIEE TALLINNA TEHNIKAULIKOOL ati.ttu.ee f
IRH TALLINN UNIVERSITY OF TECHROLOGY -ttu.
=? . .
model Design 1 Design 2

Verifitseerimine

=7
behavior _’)< HDL/RTL| «——
function < Logic level
=7

=4

Logic level

structure Gate level| <—> [ Gate level| |=2
=7 <
layout Mask level Mask level
e .
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Verifitseerimine

v Pohiline eesmark on kontrollida, kas meie tehtud
disainisammu tulemus on dige. Kas me disainisime
slisteemi dieti.

» Spec->susteemitase, kdrgtase>RTL, jne...
s Simuleerimine, emuleerimine, ...

v Formaalne verifitseerimine
s Formaalne kontroll, kasutades formaalseid mudeleid,
matemaatikat (loogikat)
* Model checking, equivalence checking

gL
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Ekstreemne naide

And the answer is...

v How do you verify a design which
has bugs like this??

v The FMUL instruction, when the rounding mode is set
to “round up”, incorrectly sets the sticky bit when
the source operands are:

srcl[67:0] = X*2i+15 + 1*2j
src2[67:0] = Y*2j+15 + 1*2j
where i+j = 54 and {X,Y} are integers

] .
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v Hire 70+ validation engineers

v Buy several thousand compute servers

v Write 12,000 validation tests

v Run up to 1 billion simulation cycles per day for 200
days

v Check 2,750,000 manually-defined properties

v Find, diagnose, track, and resolve 7,855 bugs

v Apply formal verification with 10,000 proofs to the
instruction decoder and FP units
= This found that obscure FMUL bug!

i §
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Testimine

Testimine

v Testimine tootmisvigade vastu:
= Tootmisliini I6pus
= Peale tarnimist

v O&M test
= Peale tarnimist

v Test: testide genereerimine, testide rakendamine,
valjundite jalgimine, valjundi hindamine

i §
SN TALLINNA TEHNIKAULIKOOL © Gert Jervan 48




Defektid

Naide tootmisdefektist

v Device level
= shorts, cracks, leaks,
impurities, bonding, ...
v Board level
= component errors, track
errors, ...
v Functicnal
= Incorrect design
v Wearout/Environment

§ = temperature, humidity,
vibration, radiation...

Fault model -

abstraction mechanism for describing defects mathematically

=

s
TR Thcerim SREVERSITY O VO ARGY O & 2 &
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Naide vananemisest

Veamudelid

Metal migration @ Pentium 4

v Stuck-at fault model

Testide genereerimine

v Totaalne testimine
2" test vektorit n sisendiga kombinatoorse skeemi jaoks
n 2 10 20 100
20 4 ~103 ~106 ~1030
v Pseudojuhuslikud testid

v Deterministlikud testid

= Deterministlike testide genereerimine on
NP-keerukas probleem!!

= Erinevad heuristikad

g B
[ R e, © Gert Jervan 5

a
c
b
www jrwhipple. comicomputer_hangs.html Possible Errors: 6

"a" s-a-1, "a" s-a-0

"b" s-a-1, "b" s-a-0

"c" s-a-1, "c¢" s-a-0
b T TeNALIROOL e - s Lo TempaLKoOL T @

LE - - -

Testimine

Yes

84000 RFIC Serigs

No/diagnosis

© Agilent Technologies

Support from
Automatic Test Equipment

mian §
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Valine Testimine

Built-in Self-Test (BIST)

v Probleemid
s ATE-d on vaga kallid

(tuapiliselt mitu miljonit "
emory
UsDd) External [
N Test
= ATE-d muutuvad tha TR o
™ ogic
ebaeffektiivsemateks b 9
. Pattern Generation
= Aeglane testide Precision Timing
X Diagnostics Mixed-
rakendamine Power Management | b  Signal
o~ Test Control
= Andmemahud vdivad olla
= & Very high pin count 0s &
véga suured (sdltuvuses Deep mamory | riommncts
kiibi keerukusest) Slow throughput

gL
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v Lahendus:

spetsiaalne sisse-
ehitatud riistvara LY
testide S
o« " - Built-in) i
genereerimiseks ja e e ez
rakendamiseks S o Fring
- - reer | | e
v Testri tikeldamine s Do signal
v Odav aga suure P e ol rous
- B 5 e System-Level Test (T
kiirusega sisemine e
teSte r Chip, Board or System

LT T
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Kokkuvote

Tookindlus nouab sistemaatilist 1dahenemist

Applications cl inting and rollback,

replication, software, voting (fault masking),
process pairs, robust data structures,
recovery blocks, N-version programming,

Application program
interface (API)

Sw
Fault Tolerance

Middleware

CRC on messages , acknowledgment,

Reliable communication heartbeats, i protocols

rollback

System network

Hardware| Processing elements:
Memory
Storage system

Error correcting codes, M-out-of-N and standby|
redundancy , voting, watchdog timers, reliable
storage (RAID, mirrored disks)

q Memory and i i
Operatlng sYstem <:f\ detection of process failures, checkpoint and

[lyer] sg

© Gert Jervan

TALLINNA TEHNIKAULIKOOL
N UNIVERSTY O <

Veakindlus

v Veakindlus ja usaldusvdarsus on siisteemsed
teemad, ndudes té6tamist nii riistvara, tarkvara, aja
kui ka informatsiooni probleemidega

v Uha keerukam on tdéétada riistvara probleemidega

] .
B TALLINNA TEHNIKAULIKOOL

T © Gert Jervan 59

TS i ; Arvutitehnika instituut
.-II TALLINNA TEHNIKAULIKOOL S e
LINR UNIVERSIT INOLOK

11 Y OF TECH

Sellest kdigest radgitakse palju pikemalt
magistrioppes...
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ATI ained sardsiisteemide valdkonnas

v IAF0610 Testimise projekteerimine (R. Ubar)
v TAY0021/22 Mikroprotsessorsiisteemid I/II (A. Toomsalu)

v IAY0040 Riistvara kirjelduskeeled ja modelleerimine
(P. Ellervee)

v IBX0020 Robootika (M. Kruusmaa)

v IAF0530 Susteemide usaldusvaarsus ja veakindlus

(G. Jervan)
IAF0620 Digitaalstisteemide verifitseerimine (J. Raik)

v IAY0180 Sardmikrokontrollerite riistvara ja tarkvara
(A. Toomsalu)
v IAF0520 Programmeeritavad loogikaskeemid (T. Evartson)
v IAY0550 Kiipsiisteemide disain (P. Ellervee)
v IAY0570 Riist- ja tarkvara koosdisain (K. Tammemae/T. Hollstein)
v IAY0600 Digitaalstisteemide disain (P. Ellervee)
il Tt remavuraor © et e www.ati.ttu.ee o

i ros Arvutitehnika instituut
|‘ Il TALLINNA TEHNIKAULIKOOL i e

IENI TALLINR UNIVERSITY OF TECHNOLOC

Arvutitehnika instituut - ATI

www.ati.ttu.ee

Millega me tegeleme?

Riistvara stintees

v Riistvara ja tarkvara
= Kiipsiisteemid ja kiipvorgud
= Riist- ja tarkvara koosdisain
s Silsteemide veakindlus, diagnostika ja test
= Veebirakendused

s Tarkvaraprotsesside
kvaliteet

[Tl -
L TALLINNA TEHNIKAULIKOOL © Gert Jervn 6

v Meie kasutada on FPGA
arenduskeskkonnad
maailma juhtivatelt
firmadelt Xilinx, Altera,

XESS, ...

i s o, £ XILINK, ADERA, M ESS

rt Jervan 64

Kiipsiisteemid ja kiipvorgud

Testimine

Inteli 8x10 kiipvork

v Meie tegevused:
= Modelleerimine
= Loomine
= Analuus
= Optimeerimine

e | v Meie kasutada on CAD
tarkvara maailma
juhtivatelt tootjatelt:

= Synopsys, Mentor
Graphics, Cadence, etc.

cadence”  SYNOPSYS
il TALLINNA TEHNIKAULIKOOL © Gert Jervan Gm 2

v Tootmisvead
= Mustus (tolmuosakesed)
= Halb paigutus
= Halvad materjalid
LI

v Elu kaigus tekkivad vead
= Vananemine

s Osakesed

N TALLINNA TEHNIKAULIKOOL © Gert Jervan @
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iy Testimine

84000 RFIC Series

Arvutististeemid optimeerimine

Ei > diagnoos

Seadmed firmadelt
Gopel ja Saab

JLTTIRE
H* TALLINNA TEHNIKAULIKOOL
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v Kiiremaks

v Paremaks

v Voimsamaks

v Energiasaéastlikumaks

A

Massiivsed arvutused,
terabaitides malu

e
R DEsEm 2
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Centre for Integrated Electronic Systems and
Biomedical Engineering — CEBE

Integreeritud elektroonikasiisteemide ja
biomeditsiinitehnika tippkeskus — CEBE

cebe.ttu.ee

CEBE

v Kolme TTU teadusgrupi ja teadussuuna koost6o:
= Arvutitehnika instituut (ATI) ja tookindlate sardsiisteemide disain

= Elektroonika instituut (ELIN) ja missioonikriitiliste sardstiisteemide
komponendid ning alamsusteemid

= Tehnomeedikum (TM) ja biosignaalide interpreteerimine
meditsiinitehnikas

v Kokku on meid ca 80 (nii teadustdotajaid kui ka doktorante)

v PBhineb kolmel uuel laboril:
= MINAKO - Mikro- ja Nanotehnoloogiliste Komponentide labor
= SIE - Siduselektroonika labor
= ASSA - Arvutislisteemide Silinteesi ja Anallisi labor

e )
RN TALLINNA TEHNIKAUUKOOL
LEMN ONIVERSITY O1F TECSIWHNGY

T © Gert Jervan 70

CEBE (levaade

. [ ? J
HUMANBEING . 3 - —_——nan
BIOSIGNALS F BIOENGINEERING APPLICATIONS | INDUSTRIAL APPLICATIONS |
\ fl \ 4 biosignal tem medical
- o ntabl :
methods cardiac pacemakers labs-on-chips aternative energy
i )

[
' DATA ACQUISITION . SIGNAL PROCESSING

| bioimpedance, biosig
brain electrical oscilations, N
tical methods

theory, methods and
algorithms

HARDWARE TEST RESEARCH

- ( ulation, beyond silicon, nano- testsynthes's and analysis,
i electronics, architectures, debug and fault diag

I T verification, emulation ASP FPGA, ASIC, SoC, NoC dependabilty

TECHNOLOGY
W

= e—
RELIABILITY |8
g ~ = :
[ et © Gert Jervan T

Personal and body area electronics

We make electronics
disappear by
embedding it

into your clothes and bed,

under the skin,

into your body and organs -

lungs, heart, brain, etc...

and helping so your healing

and making your life more enjoyable
when your body organs

are injured or weary of life

e )
RN TALLINNA TEHNIKAUUKOOL
LENN UNIVERSTTY OOF TECSINAMOGY

i © Gert Jervan 72
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Internet of things

Magistrito6 CEBEs

Mobile ID

Medical personnel ~ Medical personnel
Local network inside medical
institution 1

Personal ID services.

b

Smart Space Gateway

| HAN sensor network
Y

Local network inside medical
institution n Medical personnel

Medical personnel 3
|
x73 other
lospital Knowledge Bank|

Patient Smart Space Gateway
with sensors f

ANPAN-
Fy " ){HaN sensor network
gateway —
Py L o>
Scope of the

project @

Patient . Patient
with sensors Mobile units with sensors

‘Smart Space Gateway

e || HAN sensor network

N

v Tippkeskus CEBE otsib oma meeskonda todtahtelisi
ja avatud silmaringiga noori inimesi

v Sinu kasutada oleks ligipads uusimatele riist- ja
tarkvara arendusplatvormidele ning Sul on vdimalus
teha osa oma magistritdést Euroopa juhtivates
teadusilikoolides

v Té6tamine CEBEs annab hea vOimaluse astuda kas
TTU v6i mone teise Ulikooli doktorantuuri

v Kusi lisa: Gert Jervan, IT-229, gert.jervan@ati.ttu.ee

Il
B TALLINNA TEHRIEADITKOOL
LENR UNIVERSTEY OF TECHNO

© Gert Jervan 74
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Eksam

Eksam

v Kogu info kodulehel: ati.ttu.ee/IAF0042
v 2 voimalust:

= 10/01/2011, 10:00-12:00, IT-140

= 18/01/2011, 10:00-12:00, IT-140

v Registreerumine Sessikeskuses: www.pld.ttu.ee/sk
v Max 30 tudengit - kes ees, see mees!
v

2 tundi, kolm klisimust, 10 erinevat varianti

I TALUNNA TEHNIKAULIKOOL © Gert Jervan &

I o8 . . Arvutitehnika instituut
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TALLINN UNIVERSITY OF TECHNOLOGY

Kiisimusi?

Gert Jervan
ati.ttu.ee/~gerje
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